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INTRODUCTION
A users' workshop for CARE III, a reliability assessment tool designed and
developed especially for the evaluation of high-reliability fault-tolerant digital systems,
was held at NASA Langley Research Center in Hampton, Virginia on October 0 and 7,
1987.
The main purpose of the workshop, sponsored by co-chairmen Salvatore J.
Bavuso (NASA-LaRC) and Anna L. Martensen (PRC Kentron, Inc.), was to assess the
evolutionary status of CARE III -- or, as Sal Bavuso put it, "where do we go from
here?"
The workshop opened with Chuck Meissner, branch head of the Systems Valida-
tion Methods Branch, welcoming the 19 attendees from 13 different companies and giv-
ing them an overview of NASA-LaRC. Sal Bavuso followed with an introduction and
history of CARE III, with Roberto E. Altschul of Boeing Electronics Company discuss-
ing its mathematical theory. The rest of the first day and half of the second day were
devoted to discussions and presentations by attendees and members of NASA-LaRC.
Features and limitations of CARE III, and comparison to other tools were the main
topics. Copies of the presentations follow this introduction.
A tour of AIRLAB began on the second day with an overview of the facility by
Chuck Meissner. The attendees alternated among three different stations in which
there were discussions and demonstrations of the Semi-Markov Unreliability Range
Evaluator (SURE) by Ricky Butler, Fault Injection by George Finelli, and Software
Reliability by Jon Sjogren. The final hours of the workshop were devoted to hands-on
demonstrations and tutorials of CARE III and HARP.
The results of a questionnaire filled out by the attendees helped to address recom-
mendations for future enhancement of CARE III. A summary of the responses follows:
1. Weibull is frequently used for long mission times.
2. Some users compute steady-state availability with CARE III.
3. Many users do both steady state and instantaneous availability.
4. Most users believe CARE III can model very large systems and most don't know of
another program that can handle fault tree applications.
5. All users consider CARE III to be valuable enough to warrant continued develop-
ment.
6. A number of components in fault-tolerant systems can vary from about 15 to
3,000, depending upon the complexity of the system.
7. Most execution times for C_A_RE !I! range from 5 to 10 minutes.
8. Most users responded "confident" to "very confident" in using CARE III (none
responded "skeptical" or "not-confident" ).
9. Testing of CARE III is thought to be adequate to very well.
10. One user discovereda method of approximating the effects of state dependent
coverage.
11. One user suggested using the Weibull distribution to approximate dormant
spares.
12. All the stated applications are aerospace.
13. Sequence and state dependency modeling are common.
14. Some users typically use the CARE III FEHM and think it is not powerful enough,
while others say it is too complicated and don't use it.
15. No user suggested a method of doing sequence dependency with CARE III.
16. Some use the CARE III menu and some don't.
In conclusion, the CARE III program is considered to be very flexible and useful.
A recurrent theme throughout the workshop, however, was the suggestion that one
should use more than one tool at a time when analyzing complex systems. An overall
interest in CARE III was indeed displayed by all of the attendees.
2
THE CARE III THEORY IMPLEMENTATION
AND CODE
October 6, 1987
Anna L. Martensen
PRC Kentron, Inc.
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$_,tES
rm._(1)= ' (._3_)',
_._(2)= ,p__rr c',
rmt_u_(3)= ,pBe_rr B'
SFLTrYP
NFTfPS=3,
ALP= 0.0
BET= 0.0
DEL= '3600.0
RHO= O. 0
EPS= O. 0
IDELF= 1
IP.HOF= 1
IEPSF= 1
MA.RKOV= I
PA= i.0
PB= i. 0
C= 1.0
LGTHST=T
SEND
, 0.0 , 0.0 ,
0.0 , 0.0 ,
f
, 360.0 , i0000.0 ,
, 180.0 , 0.0 ,
, 3600.0 , 0.0 ,
1 , 1 ,
' 1 , 1 ,
#
1 o 1 ,
, 1.0 , 1.0
, 0.0 , 0.0
, 9.990000E-01, 1.0
SSTGNAHES
STG'.NAME(1)= 'INERTIAL KEF' ,
STCgLIkME(2 )= 'PITCH KATE' ,
STGNAME(3)= 'COHPUTER' ,
ST(]¢tAME(4 )= 'SECONDARY ACT' ,
STO_NAII£(5 )= 'COHPUTER BUS '
$_ND
SSTAGES
NSTGES=5,
N = 3, 3, 4, 3, 4,
1.I= 2, 2, 2, 2, 2,
NSb'B= 0, 0, 0, 0, 0,
I.ISUB= O, O, O, O, O,
LC= 0, 0, 0, 0, 0,
NOF: 1,3)=3,
NOP¢ 1,5)=3,
IRLPCD=I,
RLPLOT=F, IAXSB.L=2
$E_,TD
$ FLTCAT
NFCATS=I,I,I,I,I,
J'l-fP(i,1 )= I,
JTYP(I,2)= i,
JTYP(I,3)= 2,
JTYP( 1,4)= i,
JTYP(I,5)= 3,
OMG _i,i)= 1.0 ,
OMG' 1,2)= 1.0 ,
OMG_ 1,3)= 1.0 ,
OMG( 1,4)= 1.0 ,
OMG(I,5)= 1.0 ,
12
%RLM( I, 1 )= i. 500000E-05,
RLM(I, 2)= 1.900000E-05,
RI/I(I, 3)= 4.800000E-04,
RLM(I, 4)= 3. 700000E-05,
RLM(I, 5)= 2.700000E-06
SEND
$RNTIME
FT= i0.0000 ,ITBASE=I,
PSTRNC= 0.100000E-09,
QPTRNC= 0.100000E-01,
NPSBRN=20,
CKDATA=T,
SYSFLG=T, CPLFLG=T
SEND
SYSTEM TREE EX 7
1566
6 O12345
CRITICAL PAIRS TREE EX 7
18918
314
558
9 023
I00l 3
ii O12
12 A9 5
13 AI0 6
14 A II 7
15 2123
16 2567
17 O 12 13 14
18 0 15 16 17
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INTRODUCTION TO THE
CARE Ill MATHEMATICAL MODEL
October 6, 1987
Roberto E. Altschul
Boeing Electronics Company
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RTI'S USE OF CARE III
October 6, 1987
Charlotte O. Scheper
Research Triangle Institute
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OUTLINE
Comparative study of CARE m and ARIES 82
-- Objective
-- Technical approach
-- CARE HI assessment
-- ARIES 82 assessment
• Comparison of on chip versus off chip redundancy
Integration of performance and reliability tools
42
COMPARATIVE STUDY OF CARE KI g_ ARIES 82
OBJECTIVES
• Determine suitability for AIPS analysis
• Compare CARE III and ARIES 82
TECHNICAL APPROACH
Obtain and review AIPS architecture information
-- Objectives and requirements
Features and building blocks
Impact on reliability assessment
• Overview of CARE III and ARIES
Apply CARE III and ARIES to problems
-- Problems selected to demonstrate relative
strengths and weaknesses
Problems selected so that solution could be
obtained by standard analysis techniques
based on Markov model
" 44
CARE III ASSESSMENT
OUTSTANDING FEATURES
Can handle large systems
• Flexible fault handling model
• Can have non-constant fault occurrence rates
• Well tested and verified
45
CARE 1T[ ASSESSMENT
APPLICABLE SYSTEM CHARACTERISTICS
Best suited for systems where:
The mission time is short relative to the time
between failure occurrences
The fault recovery time is short relative to the
time between failure occurrences
Either the network reliability cannot impact system
reliability or the network can be treated as an
independent subsystem whose reliability can be
determined by other means
Near coincident multiple faults of order greater
than two are not relevant
System reliability should be in tlle extremely to
ultrareliable regime
/RTI
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CARE III ASSESSMENT
POTENTIAL LIMITATIONS
The fundamental assumption that sojourn times
in the fault handling model are small relative
to the time between fault occurrences may not
be valid for latent faults or for some intermittent
faults
The fault handling models used are independent
of system state
The fault handling model is constrained
To a single entry state
To have identical transition rates (c_, /5)
between active and benign for faulted
and error-producing states
Transitions between some states of the
model are omitted
The double ['a,ull, model is conservative
-- A systeln t'ailure results if two critically
coupled faults occur even though neither
has produced an error
47
ARIES ASSESSMENT
'OUTSTANDING FEATURES
The capability to model closed or open systems
p
• f
Spare modules can have failure rates that are
different than active module failure rates
A state transition matrix can be used to
describe a system
An interactive user interface
.a
48
ARIES ASSESSMENT
POTENTIAL LIMITATIONS
Instantaneous coverage may not be adequate for modeling
some systems
Constant failure rates are not adequate for modeling
certain components of aerospace systems
• System sizes are limited to relatively small systems
The accuracy of the results are suspect for highly
reliable systems
T}_e eigenvalues of the state transition matrix
inust be distinct
49
INTEGRATION OF PERFORMANCE
AND RELIABILITY TOOLS
PURPOSE
To develop an integrated set of tools to assist
the system architect in the design of high-performance,
highly reli:_,ble systems.
/!111
5O
TOOL DEVELOPMENT GOALS
t
Tools for building an interrelated description
of the system and its mission
Mission scenarios
System software
System hardware
Tools for making tradeoffs between
clifferent system requirements
System throughput
System response time
System reliability
Tools for maintaining consistent models
of the system
Reliability models
Hardware models
Software models
Fault models
51
PHASE I
• Build paradigm model
• Analyze paradigm model
• l)cfine methodology
52
PHASE II
• Use methodology to revise the paradigm
Specify tools to support the methodology
l?ind existing tools which support the methodology
53
PHASE III
Design interfaces between existing tools
• Build and test interfaces between tools
• . Beta test.the integrated tool sets
• Demonstrate integrated tool sets
/RTI
POSSIBLE INTERFACE BETWEEN
ADAS AND RELIABILITY ANALYSIS TOOLS
' Performance [
Tools -_ Data I I Failure I
Hard_are
Relic:illtYInterface 1-_ St ruttu re
• - Analysis -_
Tools
Reliability
Analysis
55
SUMMARY
• Areas of applicability
• " Role in integrated tools
56
USE OF CARE III FOR
FLIGHT CONTROLS DEVELOPMENT
AT NORTHROP
October 6, 1987
Jack Flynn
Northrop Corporation
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CARE HI MODEL
USER'S OVERVIEW
October 7, 1987
John Sight
Northrop Corporation
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EX_A_MPLES OF NONCONSERVATIVE RELIABILITY
ESTIMATES GIVEN BY CARE III
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applied to three advanced fault tolerant systems as a check on the model Cs
flexibility and accuracy. Requirements for a user-oriented computer
•program which embodies the CARE III reliability nwxleling technique, will
also be generated. In the second phase, the CARE III model user_rient_
computer program shall be written and tested.
4-
Z.O STUDY OBJECTIVE
The objective of this study is to develop a general reliability
assessment technique which is capable of estimating the reliability of
a broad class of fault-tolerant computer and digital flight control
m
system______ss.In its final form, the advanced technique will be implemented
as a user-oriented computer program.
3.0 COrlTRACTOR TAS.VS
The contractor shall perform the following tasks in two phases
of work: Phase I shall include task 3.1 (establish the require-
ments for a _eneral reliability asse.s..sment tool), task 3.2_develop the
4-
CARE III reliability modeling technique), and task 3.3 (de,nonstrate and
validate the CARE Ill technigue) : Phase II shall include task 3.4
"P(generate a user-oriented CARE Ill computer program).
.............. °
3.1 Requirements for General CARE Ill Capability
3.1.1 General CARE Assess,-ent Technique
Tl_ contractor shall determine the requirements for a general
CARE assessment technique. The selectc2 require-__nts should be broad
enough to encompass both present and anticipated digital co,_ter,
144
flight control systems, and assessment techniques. Detail examina-
tion of these systems and techniques should provide a sound basis
for determining the requirements. A partial list of requirements
is identified in 3.1.1.2. The union of these listed requirements and
those generated by the contractor should estal)lish a sufficiert.£..Set of
requi rements.
3.1.1.i The contractor shall stud_, at Tea.s.t the
fo"lowing techniques for determining the requirements- CARE II
(Computer-Aided Reliability Estimation}, CAST (Combined Analytic
S|mulative TechniQue), CAR_('_ (Co._puter-Aided Redundant System
Rel iabil ity Analysis), the SIFT (Soft_vare Ic_plemented Feult-Tol erant)
Computer Semifi.larkovTechnique, the t.tlrkov,Technique utilized to assess
the CSDL (Charles Stark Draper L_boratory) parallel Hybrid Vulzi_rocessor,
_..
the modeling techniques utilized for the U.S. Air Force's Fault-Tolerant
Spaceborne Co_,puter FT_. The contractor shall also examine the
following computer systems in determining CARE Ill requirements:
_RCS (Advanced Reconfigurable Co_,puter System), SIFT, CSDL Parallel Hybrid
Multiprocessor, the FTSC, and the i.IVCS('..;holei..'ordComputer System).
3.1.].2 The contractor shall consider at least the
followin9 itc,_s for inclusion in the req'Jire_ents:
3.1.I.2.1 Reliability Structural l-'.odel
+ o coverage paras,'eters
._. --p
o Poisson and non-Poisson transient fault parar.eters and/or
models with rene_val (self-repair)
- o Poisson and non-Poisson software fault para_,eters ar_lor
model s
_- o Poisson and non-Poisson h_rd;._arefault parameters and/er
model s
OF POOR QU_iT_
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-k o general fault redundancy management capability and systms
success criteria
-i- o utilization of standard reliability models such as _ and
stand-by
+ o functional dependency between stages
-- o sensitivity analysis capability
) 0 amenable to validation
3.I.I.2.2 Coverage M_del
.l= o cover all important fault classes (e.g. hardware, sof_._r(,
transient, and latent) and coverage enhancement mec_nis_s (fault "
detectors, isolators, and reconfiguration schemes)
"6" o compatible with the general reliability structural model
(3.1.1.2.1)
/_ o uses available or measurable input data
_- o ti._e dependent coverage
0 amenable to validation
3.1.2 General CARE Co,_puter Program Requirements
The contractor shall determine the requirements for the computer
program that shall implement the General _CARE technique and shall
include at least the following:
_- o user-oriented (batch or interactive)
o easy to operate, set up, and r,.anipulate
-_- 0 reasonable operational costs and accuracy
3..2 Development of a General Reliability Technique (CARE III Technique)
3.Z.1 CARE III Model
146
.0_ POOR QU?_LITY_
3.2.1.1 The contractor shall examine various modeling
techniques to meet'the requirements established under task 3.1. The
methbds to be considered shall includ.=, but shall not be limited to,
direct extensions of the CA2E II mnod._lwith or without additional
constraints, use of Laplace transfoms to eliminate maltiple integrals,
and a generalized tlarkov-chain analysis based on the Chapman-Kolmogorov
constraint.
following:
3.2.1.2 The CARE Ill Model shall acco.._--nodatehe
-r- o number of stages shall be at least 40
_. o number of modes sh_.11 be N, where N is user assignable.
"- e/- P-,'_I" f-6Lt_-,
This capability shall allow multiple dependencies across stages. #Y-" _2
+. o a non-recoverable _odule transient should not cause
system failure, but shall be treated as a "leaky" transient as a user
option.
3.2.2 CARE III Coverage I:_del
.-- 3.2.2.1 The contractor shall enhance the CARE II
coverage model to meet the requirements establish_ under task 3.1.
-- 3.2.2.2 The contractor shall identify and develop
techniques to simplify the task of acquiring data for the coverage _odel.
3.3 Demonstration and Validation _f the CARE Ill Technique
"_- The contractor shall assess at least th_ ARCS, SIFT, IC:_CS,and Parallei
Hybrid l_ultiprocessor Co_puter/F1igh: C_ntrol Systems utilizing the
CARE Ill technique and compare the;e results with published assessment
results for these systems.
._ 3.4 User-Oriented General Rcli_bi;ity [sti_tion Cow,purer Program (C_EZI!;)
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interconnected by seven different bus networks (address bus,
data bus, control bus, power bus, timing bus, interrupt bus,
status bus). Each of these elements and buses is provided
with redundant spares, in various configurations depending
upon its complexity. (One element, the memory module, lJ
itself internally redundant as well.}
The current FTSC reliability model is a simplified, one-
mode, sixteen-stage version of CARE If. In some cases, non-
unity dormancy factors were used to account for the lower
failure rate of inactive and unpowered modules.
2.2 CARE III REQUIREMENTS
The emphasis in the previous section was on the techniques
used to estimate the reliabi!ities of the systems in question.
At a minimum, CARE III must provide a unified model for all
four of those systems and hence reproduce, under the appropriate
set of conditions, the results obtained using each of these
models. This, of course, is a necessary but not a sufficient
condition to place on CARE [II. To be momt useful, it must be
flexible enough to overcome any limitations imposed by the
above models _e.g., restrictive coverage models, limited fault
models, etc.) and at the same time 3ufficiently general to
allow other, as yet :zn_Feclfted, fault-tolerant systems to be
modeled without intrcducing artificial restrictions. The
following paragraphs outline the requirements imposed on
CARE Ill and explain the cat_onale for each of these require-
ments in terms of the atcve objectives.
+ 1. Capability of mod_£ing up to at least 40 stages:
Rationale= This is specified in the CARE Ill Statement of
Work. Although none of the systems considered in paragra_ 2.L
require as many as 40 stages, it is not difficult to conceive
of systems that do. This requirement will be satisfied in
CARE llI by providing a means for concatenating independent
]49
runs. If the coupling between stages is limited,
it will in fact be possible to model an arbitrarily large
number of stages by making repeated runs.
--- 2. Multiple operating modes for each set of coupled
Rationale: The operating mode of a system or subsystem
is, so far as its reliability model is concerned, a function
of its structure (number of units of various types that have
to be operational for the system to function as specified) and
its coverage parameters. If the system's structure or coverage
coefficients change stochastically during its operating life-
time (e.g., if they depend upon the number of faults already
incurred} such changes must be reflected in its reliability
model. If a mode change in one stage precipitates a mode change
in some other stage, the two stages are said to be coupled.
(Deterministic structural or coverage parameter changes must,
of course, also be reflected in the reliability model. Such
changes are relatively easily accommodated, however, by
introducing time-dependent coverage parameters and by concatenat-
ing reliability models representing the disjoint time intervals
during which the system structure is invarient. Thus, such
_ode changes impose no new constraints provided only that the
ccverage parameters are allowed to be time-dependent.)
CARE II allowed only one mode change (two operating modes};
the exhaustion of the spares available at any one stage could
cause the system to change from, say, a dual-redundant to a
single-string configuration, thereby changing both the system
structure and the coverage coefficients associated with each
stage. Two of the systems discussed in paragraph 2.1, however,
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(SIFT and ARCS) exhibited mode changes after each new fault.
Thus, the two-mode limitation of CARE II is not acceptable for
CARE III.
-_ 3. Separate cover%_e model similar to that An CARE II
but capable of handlinq latent and intermittent faults as well
as permanent faults.
Rationale: The major advantage in keeping the reliability
and coverage models distinct (as they were in CARE II) is
that it allcws the user to concentrate on each of these two
areas relatively independently and hence simplifies the task
of defining the system model. In addition, there are some
significant practical advantages (cf. Section 4) in separating
the reliability model, driven by infrequently occurring
failures, from the coverage model reflecting the much more
rapid detection, isolation and recovery events.
The need to handle both intermittent and latent faults in
the coverage mcdel is evident from the discussion in paragraph
2.1.
__ 4. Multipl 9 success criteria
Rationale: As ARCS clearly demonstrates, some redundant
systems may be =cnsidertd operational under any one of a number
of possible conditicns. It is therefcre necessary for the user
to be able te define each of those conditions and for CARE III
to calculate the _rchabillty that at least one of them occurs.
t 5. n-point failure _echanisms ("category 3" f_ults)
Rationale: Most fault-tolerant systems exhiblt "n-polnt-
failure" mechanisms; i.e., sets of n failures (n > I) that can
disable the system even though spare hardware is available.
If two BGUs fail in the enable mode in the FTNP, for example,
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the system is potentially inoperative even though spare opera-
tional modules are avail able. CARE II modeled such failure
mechanisms only for n = i. Although the probability of such
failures is generally a rapidly decreasing function of n, it
cannot a priori be considered negligible for all n • I. The
concept of a single-point failure must therefore be generalized
to take this into account.
+. 6. Time-dependent hazard rates
Rationale: All of the reliabillty models considered in
paragraph 2.1 assumed constant hazard rates. There are at
least two reasons why it would be desirable to relax thi_
restriction: (I) Recent data indicate that at least in some
environments (space) the hazard rates are far from constant.
(2) The hazard rates associated with modules having internal
redundancy are not ccnstant even if the individual component
hazard rates are.
_- 7. .Transient faults
Rationale: Most faults are modeled either as permanent
or intermittent, the latter actually being permanent faults
that .manifest themsel,'es intermittently. Some faults may
well be transient in nature, however; e.g., faults due to
noise or those due to improperly validated software. In such
cases, no hardware da_aqe has cczurred and, as soon as the
cause of the fault disappears, the system can, in principle,
function as before.
8. Non-unity dormancy factors
Rationale: Of the four models discussed in paragraph
2.1, only the FTSC model allowed non-unity dormancy factors.
In some casem, it is reasonable to assume that dormant (e.g.,
unpowered or inactive) modules may have lower hazard rates
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AGENDA
CARE III Users' Workshop, October 6-7, 1987
Co-Chairmen: Salvatore .J. Bavuso, NASA Langley Research Center
Anna L. Martensen, PRC Kentron, Inc.
Tuesday
W(_[(_OlllC: Sal Bavuso, Workshop Co-Chairman Division Representative;
Chuck Meissner, Branch Head SVMB
Intr()ductio. to the CARE IIl Workshop: Sal Bavuso
Introduction to the CARE II] Mathematical Model: Roberto E. Altschul
'['h(_ CARE [[[ Implementation and Code: Anna L. Martensen
R'I'I's lise of CARE llh Charlotte Scheper
(lSl,] ()f ('AI{E Ill for Flight (_ontrols Development
at N()rthrop: ,lack Flynn
Wednesday
Qu(_sti().nair(_ Review and Discussion: Sal Bavuso
(:ARE Ill Model User's Overview: John Sight
I,]xa, ml)h,s ()f Nonconservative Reliability Estimates
(liven I,y CARE III: Kelly J. Dotson
(;oml)aris(m of "Fools (CARE III, SURE, HARP): Anna L. Martensen
i)em(mst, rat, i()n,_ in AIRI_AI_:
Overview: ChuckMei_sner
"l'h(_ Semi-Markov Unreli_l)ilil, y Range Evaluator (SURE): Rieky Butler
I,'a.lt [nj('cti()n: Georg(.' l"i.elli
S()['t, war(_ I{.eli_d)ility: .hm Sj()gren
I IAI{I': Sal I_av,s()
(_AI{I') III a.(I IIAR! ) ! b_nd,_-()n ])('monstration,_ and '['utori_ls
W(q I),111 l{.(,l'etell c(,s
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Stevens Institute of Technology
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Northrop Corporation Aircraft Div.
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Rockwell International
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RockwellInternational
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Mail Code SK54
Seal Beach, CA90740-7644
Honeywell, Inc.
Sperry Comm. Fit. Sys. Group
PO Box 2111, MS 020C4
Phoenix, AZ 85036
Boeing Electronics Co.
PO Box 24969
MS 7J-27
Seattle, WA 98124-6269
McDonnell-Douglas Corp.
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